ekino.

Web & vie privee

(@aeris, 18 octobre 2018
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: Groupe cyber-terroriste individuel
AEFIS auto-radicalisé sur le darknet digital

Mail / Jabber: Devops chez
UEN LK @
Blog :

Conferences :

GPG:EFB7 4277 ECE4 E222
0TR:5769 616D 203D AC72

é cozy.io
\
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WHO IS THE SCARIEST HORROR
VILLIAN OF ALL TIME?

Y Y

GHOST FACE FREDDY KRUEGER JASON VOORHEES

060

IGSAW

26

MICHAEL MYERS

®é

SAMARA MORGAN THE CREEPER
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le web!

http:// s
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Les sites « bloatware »

Avec mise en cache @

Type Taille Transfert Temps Duree non
bloguante

I 58 |s 6 285,69 Ko 167461 Ko 1,005 0,96 s
| 11 html 1 607,54 Ko 465,60 Ko 1,08s 1,015
l 34 xhr 749,61 Ko 75,16 Ko 1,315 1,30 s
l 119 images 477,03 Ko 497,46 Ko 4,44s 4,30 s
l 10 css 329,41 Ko 77,40 Ko 0,135 0,125
l 2 media 43,42 Ko 44 67 Ko 0,115 0,115
l 11 other 3,76 Ko 122,86 Ko 4,095 4,06 s

Réponses mises en cache : 0

Nombre de requétes : 245

Taille : 9 496,47 Ko

Taille du transfert : 2 957,73 Ko
Durée : 12,16 secondes

Duree non bloquante : 11,86 secondes

Le Figaro
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Les sites « bloatware »

Rule #2: Never break the app Rule #2: Never break the app
An <img> doesn't break the app if you don't pass a src attribute, even An <img> doesn't break the app il voudon't passa src attribule, even
though that's a required one. Our component, however, will break the whole though that's a required one. Our component, however, will break the whole

app if we don't pass prefile . app if we don't pass profile .

TypeError

Cannot read property ‘photoSrc' of undefined

{{ profile,

sMame="avatar"

~ofile. photoSrc)

alt={profile. phaotoslt])

{as«props}
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Les sites tiers
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Le Figaro
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Les cooRies

Madmoizelle
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Les (DN

Certificate exchanged. Reason to be careful! (tweetdeck.twitter.com)

Alert: Hostname has changed. Take a look if that's okay.
Warning: This certificate wasn't due yet. If this site regularly uses more than one certificate, you may want to activate the 'CA only' option in the

details.
Old Certification Hierarchy: ~
View Old Certificate
New Certihcation Hierarchy:
View New Certificate

Issued To:

Common Name (CN):

Organization (0): Twitter, Inc.

Organizational Unit (OU):

MD5 RAngerprint:

SHA1 Angerprint:

SHA256 Angerprint:
Validity:

Issued On:

Expires On:

Stored Since: 2015-09-05 23:52:38 (715 days ago)
Apparently Issued By:

Common Name (CN): DigiCert SHAZ High Assurance Server CA

Organization (0): DigiCert Inc

Organizational Unit (OU): www.digicert.com =
| | Too many pop-ups? Try checking authority anly for this domain

Ignore this website Reject Accept
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Les solutions
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Tor Browser

About Tor - Tor Browser
File Edit View History Bookmarks Tools Help

|+|

@T St about:tor | A <, & fCi.'

| ' About Tor

Tor Browser
3.9-LInux

Congratulations!
This browser is configured to use Tor.

You are now free to browse the Internet anonymously.
Test Tor Network Seitings

Q.

What Next? | You Can Help!

Ior is NOT all vou need to browse -=|1IIJ:|:'.'II1IIL|“~|?." There are many ways you can |'||=||| make the Tor
You may need to change some of your browsing Network faster and stronger

habits to ensure yvour identity stays safe. Bun a Tor Relav Nod
& MHLN iT HEay MNOOE o

+« Volunteer Your Servic
[ips On Staying Anonymous »

The Tor Project 1s a US 501(c)(3) non-profit dedicated to the research, development, and
education of online anonymity and privacy. Learn more about The Tor Project »




HTTPS Everywhere

a HTTPS://

EVERYWHERE
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Multi account containers

s L 8 Q@ B D
Currenk Tab

@ Mastodon

Always open in Default

il & &

Sort Tabs

Personnel
Professionnel
Exodus

PSES

Emptly

Google

Dev

Edit Containers
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First Party Isolation

A propos de cette extension

This add-on enables First Party isolation. Clicking the Fishbowl icon or removing the add-on

disables it again.

First Party Isolation, also known as Cross-Origin Identrher Unlinkability is a concept from the Tor
Browser. The idea is to key every source of browser identification with the domain in the URL bar
(the first party). This makes all access to identifiers distinct between usage in the website itself and
through third-party. Think of it as blocking Third-party cookies, but more exhaustively. Here are
Firefox's implementation details about First Party Isolation.
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uMatrix

$ O

ESS TN EA IR

all mm plugin script XHR w other
:f.-"" "'rf
: Ist-party -

MBS Tec

* .ibtimes.com

* .facebook.net
Latest Ney

Boko Haram |
Catholics Hon * .Ibt.com

* .google.com

Japanese Bank * linkedin.com

Home Loans: * tumblr.com

Russia, Europ * .twitter.com

Link In Futur
13 blacklisted hostname(s)

FIFA AppointS widiCin UUServers

_ L History Lesson
To Tackle Racism, Discrimination

Pena Nieto's Party Has Lead In
Federal Election Poll 'DWTS’ Judge Julianne Hough To

Dance In Week 9




uBlock

uBlock Origin  0.9.5.0

requests blockec

16 or 20%

19,104 or 22%
domains connected
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NoScript

@ Mozilla - Home of the Firefox web browser and Thunderbir...

File Edit View Go Bookmarks Tools Help
G- - & ¥y ® "0 G
' Come iniziare By Ultime notizie P Mozila Italia P Forum di aiuto
&) JavaScript Currently Forbidden (3 <script >}
S allow mozilla.org

S! Allow JavaScript Globally (dangerous)

Show message about blocked scripts
Audio Feedback when scripts are blocked

Qptions

Get Firefox

Download Firefox with the latest
security and stability updates.
Avallable for Windows, Mac 0OS X
and Linuk, "Secunty, Cool Features
Of Firefox Web Browser Beat
Microsoft’s IE” - Walt Mossberqg,
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Disconnect

DISCONNECT e s
f o S 1 g 1

Block invisible trackers that collect
your online activity and expose you to
malware and identity theft

Advertising
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Decentraleyes

>

doeoovvvcsvvcneeoe

CDN

i €) HALTS REQUEST |

Decentraleyes

Local CDN Emulation




Cookie Autodelete

Matcred Domas Dxprettign

F curdied

CED: Survdai F
H#ail-q.-hi"'i'l"i- X
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Farenl orgamiabos & i
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Misc

e Smart Referer
e Redirect AMP to HTML
e Aurevoir UTM
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Misc (bis)

e Behind the overlay

e Dont fuck with my paste
e (00gle search link fix

e |dont care about cookies
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